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RECORD 
of processing activity 

according to Article 31 Regulation 2018/17251 
 
 

Record of processing personal data of experts with or without contracts regarding their 
invitation and reimbursement, and/or their selection and signing and follow-up of the expert 

contracts. 
 

NAME of data processing2: 
1. Compiling of attendee lists of visiting experts without contracts and reimbursing theirs costs; 

and 

2. The establishment of lists of candidate Fusion for Energy Experts, the selection of such 

experts, and the signing and follow-up of their individual contracts (making them ‘experts 

with contracts’). 

 
Last update: March 2023 

 
 
 

 
 

1 Regulation 2018/1725 of 23 October 2018 “on the protection of individuals with regard to the processing of personal data by the 
Union institutions, bodies, offices and agencies and on the free movement of such data”. O.J 21.11.2018, L295/39. 

2 Personal data is any information relating to an identified or identifiable natural person, i.e. someone who can be identified, directly 
or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or 
to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity. This information 
may, for example, be the name, date of birth, a telephone number, biometric data, medical data, a picture, professional details, etc. 
Processing means any operation or set of operations which is performed on personal data, whether or not by automatic means, 
such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction. 

 
 
 
 

THE EUROPEAN JOINT UNDERTAKING FOR ITER AND THE DEVELOPMENT OF FUSION ENERGY 
Josep Pla nº 2 · Torres Diagonal Litoral · Edificio B3· 08019 Barcelona · Tel. +34 93 320 18 00 · Fax +34 93 320 18 51 

www.fusionforenergy.europa.eu 

• Controller: Organisational entity of Fusion for Energy (F4E) 
 

o Unit / Department responsible for the processing activity: Commercial Department 

o Contact: Commercial Department Data Controller 

Commercial-Department-Controller@f4e.europa.eu 

• Data Protection Officer (DPO): DataProtectionOfficer@f4e.europa.eu 

1) Controller(s) of data processing operation (Article 31.1(a)) 

http://www.fusionforenergy.europa.eu/
mailto:Commercial-Department-Controller@f4e.europa.eu
mailto:DataProtectionOfficer@f4e.europa.eu
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2) Who is actually conducting the processing? (Article 31.1(a)) 
 

 
The data is processed by F4E (responsible unit) itself ...............................................................  

 

The data is processed by a third party (e.g. contractor) (Art. 29 – Processor): ..........................  
 
 

For the execution of financial transactions, (personal) data is processed through the Acrual 

Based Accounting System (ABAC) which is a system ran by DG Budget (budg-data- 

protection- coordinator@ec.europa.eu). The responsibilities of both F4E and DG Budget 

regarding Personal Data Protection within ABAC are described in the Service Level 

Agreement and are partly laid out in section 3B below. 

For the establishment of lists of experts who can sign a contract for the provision of specific 

expertise, F4E receives candidates’ applications through a dedicated e-recruitment tool 

(‘Gestmax Recruitment’) maintained by Kioskemploi - Societe Anonyme. The responsibilities 

of both F4E and Kioskemploi - Societe Anonyme regarding Personal Data Protection within 

Gestmax Recruitment are described in the Standard Contractual Clauses. 
 
 
 
 
 

 
 

 
3A) Purpose of the processing 
This record covers two categories of data processing: 

 
The processing of personal data of experts without contracts (EwoC); 

 
The processing of personal data of candidate experts with contracts (EwiC). 

 
EwoC: The personal data of EwoC is processed in order to compile an attendee list and 

reimburse expenses made by the respective experts. 

(Candidate) EwiC: The personal data of candidate EwiC is processed in order to establish 

lists of experts (in the dedicated e-recruitment tool) who can be selected to sign a contract 

with F4E for the provision of specific expertise. Additionally, data might be processed in order 

to sign and implement the contract with the respective EwiC. 

 
3B) Description of the Processing 

EwoC: Personal data of EwoC who have been invited for a meeting are submitted 

3) Purpose and Description of the processing (Article 31.1(b)) 
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electronically or on paper by the respective experts after they have received an invitation 

letter. Some data (transmitted electronically or on paper) might not be provided until after 

the meeting has taken place (eg. tickets and boarding  passes). Data of EwoCs are further 

processed through F4E’s Management of Administrative Expenditures System (MAES). 

2) (Candidate) EwiC: Personal data of (candidate) EwiC are provided by the (candidate) EwiC 

themselves through the dedicated e-recruitment tool. The data provided go automatically to 

the online expert database that is used to select experts and award contracts. Unless there 

is exceptional direct appointment of an EwiC, a list of relevant profiles is compiled and 

emailed to the department requesting the appointment of an external expert. When signing 

contracts, and when arranging the payment of fees and reimbursement of travel expenses, 

experts might be requested to provide additional personal data. This data is transmitted 

either electronically or on paper. 

For the execution of financial transactions, (personal) data is processed through the Acrual 

Based Accounting System (ABAC) which is a system ran by DG Budget. For the provision of 

accounting and treasury services, DG Budget acts as the processor and F4E as the controller. 

For the processing of personal data with the purpose of registering in the Commission 

Financial System ABAC the necessary Legal Entities and Bank Account Files, DG Budget and 

F4E act as joint controllers. Requests made by Data Subjects should first be directed to, and 

dealt with by F4E. The responsibilities of both F4E and DG Budget regarding Personal Data 

Protection within ABAC are further described in the Service Level Agreement. 

The Data Protection Record and Privacy Notice held by DG Budget can be found here. 

 

For the establishment of lists of experts who can sign a contract for the provision of specific 

expertise, F4E receives candidates’ applications through a dedicated e-recruitment tool 

(‘Gestmax Recruitment’) maintained by Kioskemploi - Societe Anonyme. The responsibilities 

of both F4E and Kioskemploi - Societe Anonyme regarding Personal Data Protection within 

Gestmax Recruitment are described in the Standard Contractual Clauses. 

 

Furthermore, for experts with contracts, in line with the F4E’s Financial Regulation (art. 31), 

information on recipients of funds financed from the budget of the Joint Undertaking shall be 

published having due regard for the requirements of confidentiality and security, in particular 

the protection of personal data: the name of the recipient; the locality of the recipient; the amount 

legally committed and the nature and purpose of the measure. According to the threshold as 

referred to in the General Financial Regulation, the aforementioned data will be published on 

F4E’s publicly accessible Industry Portal. Where personal data are published, the information 

shall be removed two years after the end of the financial year in which the funds were awarded.

https://ec.europa.eu/dpo-register/detail/DPR-EC-00301
https://fusionforenergy.europa.eu/downloads/procurements/General_Financial_Regulation_EN.pdf
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4) Lawfulness of the processing (Article 5(a)–(d)) 
 
 

  Processing necessary for: 
 

(a) performance of tasks in the public interest attributed by EU legislation (including 

management and functioning of F4E) ...............................................................................  

- Council Decision of 27 March 2007 “establishing the European Joint Undertaking for 

ITER and the Development of Fusion Energy and conferring advantages upon it” - 

2007/198/Euratom, as last amended by Council Decision of 22 February 2021 (2021/281 

Euratom), O.J. L 62, 23.02.2021, p.8, in particular Article 6 thereof; 

 
- Statutes annexed to the Council Decision (Euratom) No 198/2007 “establishing the 

European Joint Undertaking for ITER and the Development of Fusion Energy and 

conferring advantages upon it”, as last amended on 22 February 2021, in particular 

Article 10 thereof; 

(b) compliance with a specific legal obligation for F4E to process personal data................  
 

- F4E Financial Regulation (2GYA92), entered into force on 1 January 2020; 
 

- Rules on how to select, appoint and pay F4E experts as last amended in January 2020 

(F4E_D_25BLCL); 

- Rules on the reimbursement of expenses for the attendance at meetings of chairs and 

members of F4E committees and other experts (Reimbursement Rules 

(F4E_D_257GRU)); 

- F4E(11)-GB21-16b Decision of the Reimbursement of Expenses for Committee Chairs 

and Members (F4E_D_24M44V); 

- Decision of the Governing Board on the Payment of Indemnities to the Chairs of 

Committees of F4E (Decision F4E (10)-GBWP-05 of 02/12/2011); 

(c) necessary for the performance of a contract with the data subject or to prepare such a 

contract (only applies to experts with contracts (EwiC))  ...............................................  

(d)  Data subject has given consent (ex ante, freely given, specific, informed and unambiguous 

consent) (Art. 7)…………………………………………………………………………………. 
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6) Categories of personal data processed (Article 31.1(c)) 
 

(a) General personal data: 
Personal data shall mean any information relating to an identified (directly or indirectly) or 

identifiable natural person. The data processed of both EwoC and (candidate) EwiC can include 

any of the following: 

• Personal and contact information – information related to identity, first and last names, 
gender, date of birth, town and country of birth, nationality, passport number, home 
address, contact details (email address and phone number), social media profile, civil 
status; 

• CV which may contain information related to identity, nationality, gender, contact 
details, professional experience, education and training, languages spoken and 
personal skills and competences; 

• Photo, not requested, sometimes provided by applicants spontaneously; 

• Legal Entity Form and Bank Account Form including bank statement if no bank stamp 
can be obtained; 

• Copy of the identity card or passport; 

• Request for payment; 

• Supporting travel documents; 

• Calendar days worked. 
The above is an illustrative listing without limitation to any other possible personal data that might 

be voluntarily provided by the Data Subjects. The Personal Data listed above that are also further 

processed in ABAC can be found in the Data Protection Record held by DG Budget. 

 
(b)  Sensitive personal data (Article 10) 

 
No Sensitive Personal Data is Processed. 

 
EwoC: External persons who attend a meeting on F4E premises and/or attend a meeting on 

behalf of F4E on external premises and are not awarded a contract to do so. 

(Candidate) EwiC: Persons who register their interest following the publication of a call for 

expression of interest for the establishment of a list of prospective individual experts and who 

can be selected to sign a contract with F4E for the provision of specific expertise. 

5) Description of the data subjects (Article 31.1(c)) 

https://ec.europa.eu/dpo-register/detail/DPR-EC-00301
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7) Recipient(s) of the data (Article 31.1 (d)) – Who has access to the personal data? 
 

The following recipients can have access to the personal data processed: 
 

• Administrative managers of the “Commercial Management & Procurement Unit” (only 
applies to (candidate) EwiC); 

• Staff from the requesting Department or Unit who are involved in the selection 
process (only applies to (candidate) EwiC); 

• Head of the Commercial Department (only applies to (candidate) EwiC); 

• Head of the “Commercial Management & Procurement Unit”; 

• esponsible Financial Officers and Financial Assistants; 

• Responsible Officer of the Accounting Team; 

• The Staff of the Office of the Director, the Governance Officer and Members of the 
Governing Board (only applies to experts without contract and for the purpose of the 
Annual Assessment); 

• The supporting IT officer (for provision of technical assistance to the related software 
tools when requested to do so); 

• IDM Manager, if necessary for support; 

• ICT Officer responsible for the dedicated database, when asked to provide 
technical support; 

• For Personal Data further processed through ABAC: 

o All F4E staff on the financial circuit have access to the data on ABAC. The 
extent of this access depends on the access rights which are set on a strict 
need to know basis. A list of specific access rights can be obtained by 
contacting F4E Local Authorisation Manager (LAM) by addressing 
Commercial-Department-Controller@f4e.europa.eu; 

o On the side of DG Budget the relevant recipients are described in DG 
Budget’s Data Protection record. 

• GB and Committee Members, Secretaries and supporting staff with regard to the 
selection of Committee members and experts. 

• For the personal data processed through the e-recruitment tool ‘Gestmax 
Recruitment’: External Contractor/Data processor Kioskemploi - Societe Anonyme. 

 

Also, if appropriate and necessary for monitoring or inspection tasks, access may be given to: 

e.g. F4E Director, Head of Admin., DPO and Anti-Fraud & Ethics Officer, Head or responsible 

officer of LSU, IAC, IDOC. 

https://ec.europa.eu/dpo-register/detail/DPR-EC-00301
https://ec.europa.eu/dpo-register/detail/DPR-EC-00301
https://ec.europa.eu/dpo-register/detail/DPR-EC-00301
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Security measures are implemented to ensure integrity, confidentiality and availability of 

information. The default provisions include backups, centralized logging, software updates and 

continuous vulnerability assessment and follow-up. Specific provisions resulting from the 

characteristics of the information system may lead into the implementation of encryption, two 

factor authentication among others found relevant following a risk analysis. 

9) Technical and organisational security measures (Articles 31.1(g) and 33) 

 
 

8) Transfers to third countries or International Organisations (Article 31.1 (e)) 

 
 Data is transferred to third countries or International Organisations recipients: 

 
 Yes .........................................................................................................................................  

 
 No  .........................................................................................................................................  

 
 If yes, specify to which country/IO: N/A 

 
 If yes, specify under which safeguards and add reference: 

 
- Adequacy Decision (from the Commission)  ................................................................  

 
- Memorandum of Understanding between public authorities/bodies  .............................  

 
- Standard Data Protection Clauses (from the EDPS/Commission). ..............................  

 
- Binding Corporate Rules  .............................................................................................  

 
- Administrative Arrangement with ITER IO . .................................................................  

 
- Others, e.g. contractual/agreements (subject to authorisation by the EDPS) ..............  

 
 
 Reference: N/A 

 

 
The files relating to personal data during the selection of candidates EwiC are kept for 5 (five) 

years following the closure of the calls of expression of interest. 

The files relating to personal data of the selected EwiC, as well as of EwoC, are kept for 7 (seven) 

years following their closure (usually after the payment of the final instalment under the 

respective contract/assignment). 

In accordance with the record held by DG Budget, Personal Data further processed through 

10) Retention time (Article 4(e)) 

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://ec.europa.eu/dpo-register/detail/DPR-EC-00301
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 ------ --------------------------------------------- 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

ABAC might be retained by DG Budget for up to 10 (ten) years after the last transaction. 

Where personal data are published on F4E’s publicly accessible Industry Portal as described 

in section 3B, this personal data shall be removed two years after the end of the financial year 

in which the funds were awarded. 

Documents may be retained until the end of a possible audit or Court proceeding if one started 

before the end of the above period. In any case, personal data contained in supporting 

documents (relating to the budget implementation measure) shall be deleted where possible 

when those data are not necessary for budgetary discharge, control or audit purposes. 

 
Information to data subjects is provided throughout the processes in the case of a requirement to 

provide any additional data. A Specific Privacy Notice is published on F4E Net and on F4E’s external 

website. 

11) Information/Transparency (Articles 14 and 15) 
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